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What We Know

» According to the National Initiative for Cybersecurity Education (NICE) Strategic
Plan, “our nation is at risk” and “now is the time to begin a coordinated national
initiative focused on cybersecurity awareness, education, training, and
professional development.”

» educators feel ill-prepared and uncomfortable addressing cyber safety, security
and ethics in the classroom

*  91% of parents say that they want more information on Internet safety. A 2011
study by EU Kids Online found that “many parents want far more information on
internet safety than they actually get from the child’s school, from government or
local authorities, ...”
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Generation Safe tools include:

« Award-winning school self-assessment,
« Multimedia-driven professional development

« Comprehensive incident response tool and
flowchart

« Specialized digital citizenship and social-norming
guidance
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Generation Safe Newsfeed

Students and educators:

— Weekly curricula for students connected to current events and
media stories

— Weekly professional development
— Weekly message to parents

Parents and consumers:
Weekly content to broadcasters that includes:
— Short sample script
— Key points
— Links to news articles referenced
— Relevant statistics
PSAs and print ready articles
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Don't Let Bad Links
Happen to You

PSA
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Welcome to Generation Safe™. As a school administratar, you set the
tone for school climate that shapes the character and guality of school
life. School climate determines what sort of behawiors, interactions, and
challenges are likely to arise in the school. Generation Safe™ s
specifically designed to help you =ecure the =afety of yvour students and
faculty while limiting any exposure that might come to the school
through & cyberincident.

Today's technologies offer tremendous educational and community-
buildina potential. Thew also pave the wav for new challenoes to children
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360 Self Assessment Tool Current Level of Attainme)

m OVERVIEW | REVIEW | AWARDS | CONTACTUS | ADMIN REPORTING

WELCOME TO GENERATION SAFE™ 360 SELF ASSESSMENT
The review tool brought to you by iKeepSafe Generation Safe™ and powered by 360 Safe.

The Generation Safe™ 360 Self Assessment online tool provides a user friendly and interactive means

for schools to review their digital citizenship practices and to develop an action plan to bring about

improvements. ENTER SE LF
An overview of Generation Safe™ 360 Self Assessment ASSESSM ENT

Provides schools with an opportunity to review its digital citizenship policies and Go to the Review section
practice and bring about necessary improvements. This tool can be used in conjunction
with the school’s e-safety policy... More information

How can | achieve Generation Safe™ 360 Accreditation?

The Generation Safe Gold Medal is currently being offered to a small sample of schools

as part of a pilot program. To gain the award, schools will need to complete the

Generation Safe™ 360 Self Assessment and meet... More information

P ENTER SELF ASSESSMENT
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360 Self Assessment Structure

This map shows the structure of the Generation Safe™ 360 5elf Assessment and
illustrates the relationship between the Topics, Sections, and Aspects.

1. Responsibilities
. Policy Development
3. Communication Technologies

Pl

L{A: Policy & Leadership

. Students

. Educators

. Parents and Guardians
. Community Outreach

—B: Education

= U M

1. Passwords
2. Services

| |C: Technical Infrastructure

~|D: E-Safety Accountability 1. Protocol Assessment

Aspects Pawered by:

Lik

CAdministrators
. E-5afety Committee
. E-Safety Raspansibilities
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. Policy Development

. Policy Scope
Accaptable Use Policies
. Self-Evaluation

. Whale Schoaol

. Disciplinary Action

. Reparting

Bt =

. Mobile Phones and Personal Handheld Devices

. Email, Chat, Sacial Netwoarking, Instant Messaging, Blogging
and Video Conferencing

. Digital and Video Images

Wehsite, Online Education, External Communications

. Professional Use Standards

bt

Digital Citizenship for Students
. Digital Literacy
. Student Contribution
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. Training for Administrators

. Training for Faculty

. Training for Staff

, Training for School Counselor

. Training for Librarian/Media Specialist/Technology Specialist
. Training for Network Administrator

. Training for School Nurse

. Training for Safe Schools Coordinatar

Parental Education

. Community Understanding

. Password Security

. Filtering
. Technical Security
. Personal Data
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HOME | OVERVIEW | ACCREDITATION | REVIEW | TRYIT
REVIEW YOUR ESTABLISHMENT

Review

This is the Generation Safe 360 Self Assessment Tool. The graph

Your current attainment level
below indicates your current attainment and completion records in .

comparison to the average level of other establishments. Click on . Average level of other establishments

the blue strand bars or titles below to review:

@ Topic @ Level of Attainment © Aspects
Completed

@ | A: Policy & Leadership 15 of 15

@ | B: Education 4 of 4

@ | C: Technical Infrastructure _ 7of 7

@ | D: E-Safety Accountability 2of 2

AWARDS & CERTIFICATION Learn More

As you progress through Generation Safe 360, links to the accreditation programme will become available below:

Aspects Completed: 28/28

Current Attainment Level: 3

,m\\

OVERVIEW OF
PROGRESS

SAVED REPORTS
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WELCOME TEACHER ‘ ABOUT US ‘ CONTACT US ‘ LOGOUT

Incident Response Tool

Search B=ity key word or phrase

ABOUT THE INCIDENT RESPONSE TOOL

The Generation Safe™ Incident Response Tool (IRT) is a robust, interactive program that will guide school administrators through the resolution of any
cyber incident (those involving digital information and technology). The flowchart and investigation tools ensure the best possible outcome for victims,
offenders, and bystanders as well as limit exposure to the school and staff.
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Flowchart

Incident Response Tool Flowchart

The IRT flowchart shows each step in the
the resolution of an incident. It indicates
when to involve the primary stakeholders,
when to bring in law enforcement, and

how to conduct follow up after the incident

is resolved. The flowchart will give
administrators confidence that their
actions are appropriate and responsive to
the situation.

Investigate an Incident

Incident Investigation Forms

Based on your input, the IRT will produce
a customized investigation plan to ensure
the best possible outcome for victims,
offenders, and bystanders. The plan
guides administrators through the
investigation process with custom
investigation forms and recommendations
from law enforcement, public health and
well-being experts.

Go >

Learning Modules

Incident Response Information

The IRT Learning Modules cover essential
information for ensuring the best
resolution of an incident. Created under
the guidance of leading legal and law
enforcement experts, the Learning
Modules explain how to: prepare for an
incident, conduct a thorough investigation,
and carry out the “reasonable” search of a
cell phone.
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Search JEiEs key word or phrase

ABOUT THE INCIDENT RESPONSE TOOL

The Generation Safe™ Incident Response Tool (IRT) is a robust, interactive program that will guide school administrators through the resolution of any
cyber incident (those involving digital information and technology). The flowchart and investigation tools ensure the best possible outcome for victims,
offenders, and bystanders as well as limit exposure to the school and staff.
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Flowchart

Incident Response Tool Flowchart

The IRT flowchart shows each step in the
the resolution of an incident. It indicates
when to involve the primary stakeholders,
when to bring in law enforcement, and
how to conduct follow up after the incident
15 resolved. The flowchart will give
administrators confidence that their
actions are appropriate and responsive to
the situation.

Investigate an Incident

Incident Investigation Forms

Based on your input, the IRT will produce
a customized investigation plan to ensure
the best possible outcome for victims,
offenders, and bystanders. The plan
guides administrators through the
investigation process with custom
investigation forms and recommendations
from law enforcement, public health and
well-being experts.

Learning Modules

Incident Response Information

The IRT Learning Modules cover essential
information for ensuring the best
resolution of an incident. Created under
the guidance of leading legal and law
enforcement experts, the Learning
Modules explain how to: prepare for an
incident, conduct a thorough investigation,
and carry out the “reasonable” search of a
cell phone.
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FLOW CHART INVESTIGATE AN INCIDENT LEARNING MODULES

Incident Response Flow Chart Search | Enterkeyword o phrase
for School Administration

Resolving a School

PRINT FLOWCHART

PRINT FLOWCHART
WITH INSTRUCTIONS

All faculty/staff
and students are
trained on the
E-Safety Policy

Flowchart Tools

P Tier1
Not highly inflammatory.
Generally the incident can be
solved in-house or with minimal iestigation
involvement from outside help. s
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FLOW CHART INVESTIGATE AN INCIDENT LEARMNING MODULES

Investigate An Incident Search | Enter key word or phrase

RELATED SCENARIO INFORMATION

Teacher "friends" student and

South Mountain H igh School makes inappropriate comments to
student and other kids see
Incident Type: Inappropriate contact with staff (boundary invasion) comments

Criminality: Illegal or unlawful with possible criminal/civil charges of sexual

harassment or stalking or statutory rape Actions for Administrators:

Preserve evidence (physical or digital).
Attend to the support of students and other

parties.
Victim Questions Conduct preliminary investigation.
Determine whether to call law enforcement.
« What happened? If school property was u... More =
+* Who is involved?
* What was the nature of the comments (eg intimidation, sexual, school
life, personal life)? What to Expect From Law Enforcement:
« What, if any, role did you play in the incident? This is not a law enforcement issue and the
* When did the incident get noticed? Student Resource Officer would be acting in the
+ How did you become aware of the posting? capacity of a school administrator if he/she
= On what website/forum did the incident occour? responded to this incident. More =
« Where did the incident occur? [On or off campus]
+ Was school property used, such as a school laptop or network

connection? P NPT
What forum was the comment posted on? When IntEWIEWIng the Victim:
Who knows about this incident? Consult with the student and parents and take

Who saw the post? precautions to ensure that the student feels
Who has access to the material? safe and is not retaliated against by the teacher.
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